
1 

 

 

  

NAMIBIA STATISTICS AGENCY 

 

Request for Sealed Quotations 

for an Application Security Tool 

 
 

 

Procurement Reference No: G/RFQ/NSA – 01/2026 

 

 
     Bidder’s Name: ___________________________________________________ 

 

   Physical Address: _________________________________________________ 

 

Tel/Cell No: ______________________________________________________ 

 

Contact Person____________________________________________________ 

 

E-mail: __________________________________________________________ 

 

Bid total amount VAT inclusive______________________________________ 

 

 

Issued Date: 06 May 2026 

 

Closing Date: 12 May 2026 @ 11:00 

 
To be deposited in the bid box located at Namibia Statistics Agency, Mutual Platz Building, 6958 Post Street 

mall, Ground Floor at Reception area. 

 

Tel: +26461 431 3293 Fax: +26461 431 3253 P.O. Box.2133 Windhoek, Mutual Platz Building, 6958 Post 

Street Mall 
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Letter of Invitation 

 

 

Procurement Reference Number: G/RFQ/NSA – 01/2026 

        06 May 2025 

 

Dear Bidders 

 

Request for Sealed Quotations for an Application Security Tool 

 

The Namibia Statistics Agency invites you to submit your best quote for the items described in 

detail hereunder. 

Any resulting contract shall be subject to the terms and conditions referred to in the document.  

Queries, if any, should be addressed to procurement@nsa.org.na. 

Please prepare and submit your quotation in accordance with the instructions given or inform the 

undersigned if you will not be submitting a quotation.  

 

 

Yours faithfully, 

 

Ms R. Paulus 

Signature and Name of Secretary to the Procurement Committee 

mailto:procurement@nsa.org.na
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SECTION I: INSTRUCTIONS TO BIDDERS 

 
1. Rights of Public Entity 

 The Namibia Statistics Agency reserves the right: 

  (a) to split the contract as per the lowest evaluated cost per item, or 

   (b) to accept or reject any quotation; and 

   (c)  to cancel the quotation process and reject all quotations at any time prior to 

contract award.  

 

2. Preparation of Quotations 

You are requested to quote for the items mentioned in Section III by completing, signing 

and returning: 

 (a) the Quotation Letter in Section II with its annex for Bid Securing Declaration 

 (b) the List of Goods and Price Schedule Section III;  

  (c) the Specifications and Compliance Sheet in Section V; and 

  (d) A technical response sheet 

  (e) Any other attachment deemed appropriate 

You are advised to carefully read the complete Request for Sealed Quotations document, 

including the Special Conditions of Contract in Section VII, before preparing your 

quotation. The standard forms in this document may be retyped for completion but the 

Bidder is responsible for their accurate reproduction. 

 

3. Validity of Quotations 

The Quotation validity period shall be 60 days from the date of submission deadline. 

 

4. Eligibility Criteria 

 To be eligible to participate in this Quotation exercise, you should submit: 

 

(a) a valid certified copy of company Registration documents; 

(b) certified copy of the company shareholders identification Documents.  

(c) an original or certified copy of a valid good Standing Tax Certificate; 

(d) an original or certified copy of a valid good Standing Social Security Certificate; 

(e) an original or certified copy of a valid good standing BIPA Certificate certified 

copy. 

(f) valid or certified copy of a certified copy of Affirmative Action Compliance 

Certificate, proof from Employment Equity Commissioner that bidder is not a 

relevant employer, or exemption issued in terms of Section 42 of the Affirmative 

Action Act, 1998; 

(g) a signed Bid-securing Declaration. 

(h) An undertaking on the part of the Bidder that the salaries and wages payable to its 

personnel in respect of this proposal are compliant to the relevant laws, 

Remuneration Order, and Award, where applicable and that it will abide to sub-
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clause 4.6 of the General Conditions of Contract if it is awarded the contract or part 

thereof;   

(i) Technical response sheet 

(j) Manufacture authorisation letter if not owner of tool/software 

 

5. Bid Security/Bid Securing Declaration  

Bidders are required subscribe to a Bid Securing Declaration for this procurement process.  

 

6. Delivery 

Delivery shall be 7 days after acceptance/issue of the Purchase Order. Deviation in the 

delivery period shall be considered if such deviation is reasonable.   

6.1. The following tests and inspections will be conducted on the goods at delivery: 

6.1.1. Functional testing 

 

7. Sealing and Marking of Quotations 

 Quotations should be sealed in a single envelope, clearly marked with the Procurement 

Reference Number, addressed to the Public Entity with the Bidder’s name and contact 

information at the back of the envelope. 

 

8. Submission of Quotations 

 Quotations should be deposited in the Quotation/Bid Box located at Namibia Statistics 

Agency, FGI House, Post Street Mall, Ground Floor at Reception area, 1, not later than 

12 May 2026, 11h00. Quotations by post or hand delivered should reach Namibia 

Statistics Agency by the same date and time at the latest, Late quotations will be rejected.  

 

 Quotations received by e-mail will not be considered. 

 

9. Opening of Quotations 

 Quotations will be opened internally by the Public Entity immediately after the closing time 

referred to in instruction 8 above. A record of the Quotation Opening stating the name of the 

bidders, the amount quoted, the presence or absence of a Bid Security/Bid Securing 

Declaration, will be posted on the website of the Public Entity and available to any bidder 

on request within three working days of the Opening. 

 

10. Evaluation of Quotations 

 The Public Entity shall have the right to request for clarifications in writing during 

evaluation. Substantially responsive offers shall be compared on the basis of price or 

ownership cost, subject to Margin of Preference where applicable, to determine the lowest 

evaluated quotation. 

 

11. Technical Compliance 

Bidders shall submit along with their quotation’s documents, catalogues and any other 

literature to substantiate compliance with the required specifications and to qualify 

deviations if any with respect to Public Entity’s requirements. 

 

 
1 Insert number of fax machine secured for quotations not to be disclosed before the set date and time.  
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The Specifications, Performance Requirements and Compliance Sheet details the minimum 

specifications of the goods/items to be supplied. The specifications have to be met but no 

credit will be given for exceeding the specifications. 

 

12. Prices and Currency of Payment  

 

 Prices shall be fixed in Namibian Dollars. Namibia Statistics Agency will not allow for 

prices to be adjustable to changes in rates of exchange of currency or price variation. 

 

13. Margin of Preference 

13.1.     The applicable margins of preference and their application methodology are as 

follows: 

 

Not applicable 

 

13.2.      Bidders applying for the Margin of Preference shall submit, upon request, 

evidence of: 

Not applicable 

 

14. Award of Contract 

 The Bidder having submitted the lowest evaluated responsive quotation and qualified to 

supply the goods/items and related services shall be selected for award of contract. Award 

of contract shall be by issue of a Purchase Order/Letter of Acceptance in accordance with 

terms and conditions contained in Section VI: Contract Agreement and General Conditions 

of Contract. 

 

15. Performance Security  

Not Applicable 

 

16. Notification of Award and Debriefing 

 The NSA shall, after the award of the contract, promptly inform all unsuccessful bidders in 

writing of the name and address of the successful bidder and the contract amount and post a 

notice of award on its website within seven (7) days. Furthermore, the Public Entity shall 

attend to all requests for debriefing made in writing within seven (7) days of the 

unsuccessful bidders being informed of the award. 
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SECTION II: QUOTATION LETTER  
 (to be completed by Bidders) 

 

[Complete this form with all the requested details and submit it as the first page of your quotation 

with the Price list and documents requested above. A signature and authorisation on this form will 

confirm that the terms and conditions of the RFQ prevail over any attachments.  If your quotation 

is not authorised, it will be rejected.] 

 

Quotation addressed to:  Namibia Statistics Agency 

Procurement Reference Number: G/RFQ/NSA – 01/2026 

Subject matter of Procurement: Request for Sealed Quotations for an Application Security 

Tool 

 

We offer to supply the items listed in the attached List of Goods and Price Schedule as per the 

defined specifications, except for the qualified deviations [Bidder may delete this phrase in case of 

no deviation] and, in accordance with the terms and conditions stated in your Request for 

Quotations referenced above.  

 

We confirm that we are eligible to participate in this Quotation exercise and meet the eligibility 

criteria specified in Section 1: Instruction to Bidders.  

 

We undertake to abide by ethical conduct during the procurement process and the execution of any 

resulting contract. 

 

We have read and understood the content of the Bid Securing Declaration (BSD) attached hereto 

and subscribe fully to the terms and conditions contained therein. We further understand that this 

subscription could lead to [forfeiture of the security amount / disqualification on the grounds 

mentioned in the BD].  

 

The validity period of the Quotation is _________ days [insert number of days] from the date of 

the bid submission deadline. 

 

We confirm that the prices quoted in the List of Goods and Price Schedule are fixed and firm and 

will not be subject to revision or variation, if we are awarded the contract prior to the expiry date 

of the quotation validity. 

 

The delivery period offered from the date of issue of Purchaser Order/ Letter of Acceptance is as 

shown in the List of Goods items and Price Schedule.  

 

 

Quotation Authorised by: 

Name of Bidder  Company’s Address and seal 

Contact Person  

Name of Person Authorising the Quotation: 

 

Position: Signature: 

Date  Phone No./Fax  
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BID SECURING DECLARATION  

(Section 45 of Act)  

(Regulation 37(1)(b) and 37(5)) 

 

Date: ......................................... 

  
Procurement Ref No.: .................................................. 

 

To:  Namibia Statistics Agency. 

 

I/We* understand that in terms of section 45 of the Act a public entity must include in the bidding 

document the requirement for a declaration as an alternative form of bid security. 
 

I/We* accept that under section 45 of the Act, I/we* may be suspended or disqualified in the event of 
 

(a) a modification or withdrawal of a bid after the deadline for submission of bids during 

the period of validity; 

 

(b) refusal by a bidder to accept a correction of an error appearing on the face of a bid; 

 

(c) failure to sign a procurement contract in accordance with the terms and conditions set 

forth in the bidding document, should I/We* be successful bidder; or 

 

(d) failure to provide security for the performance of the procurement contract if required 

to do so by the bidding document. 
 

I/We* understand this bid securing declaration ceases to be valid if I am/We are* not the successful 

Bidder 
 

Signed: ..................................................................................................................................................  
[insert signature of person whose name and capacity are shown] 

 

Capacity of:  
[indicate legal capacity of person(s) signing the Bid Securing Declaration] 

 

Name: ...................................................................................................................................................  
[insert complete name of person signing the Bid Securing Declaration] 

 

Duly authorized to sign the bid for and on behalf of: [insert complete name of Bidder] 

 

Dated on ____________ day of __________________, _______  
[insert date of signing] 

 

Corporate Seal (where appropriate) 
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Republic Of Namibia 

Ministry of Labour, Industrial Relations and Employment Creation  

 

Witten undertaking in terms of section 138 of the Labour Act, 2015 and section 

50(2)(D) of the Public Procurement Act, 2015 

 

1. EMPLOYERS DETAILS 
 

Company Trade Name:……………………………………………………… 

 

Registration  Number :...……………………………………………………... 

 

Vat Number: ………………………………………………………………… 

 

Industry/Sector: ……………………………………………………………… 

 

Place of Business:…………………………………………………………….. 

 

Physical Address:…………………………………………………………….. 

 

Tell No.:……………………………………………………………………… 

 

Fax No.:………………………………………………………………………. 

 

Email Address:……………………………………………………………….. 

 

Postal Address:……………………………………………………………….. 

 

Full name of Owner/Accounting Officer:……………..……………………... 

 

……………………………………………………………………………....... 

 

Email Address:……………………………………………………………….. 

 
 

2.  PROCUREMENT DETAILS 
 

Procurement Reference No.:…………………………………………………….. 

 

Procurement Description: ……………………………………………………….. 

 

…………………………………………………………………………………… 
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…………………………………………………………………………………… 

 

Anticipated Contract Duration: …………………………………………………. 

 

Location where work will be done, good/services will be delivered: ………….. 

 

…………………………………………………………………………………… 

 

3.  UNDERTAKING 

 

I …………………………………………… [insert full name], owner/representative   

 

of ………………………………………………………….[insert full name of company]  

 

hereby undertake in writing that my company will at all relevant times comply  

fully with the relevant provisions of the Labour Act and the Terms and Conditions of 

Collective Agreements as applicable.  

 

I am fully aware that failure to abide to such shall lead to the action as stipulated in 

section 138 of the labour Act, 2007, which include but not limited to the cancellation 

of the contract/licence/grant/permit or concession.  

 

Signature: …………………………….. 

 

Date: ………………………………….. 

 

Seal:……………………………………. 

 
Please take note: 

1. A labour inspector may conduct unannounced inspections to assess the level of compliance 
2. This undertaking must be displayed at the workplace where it will be readily accessible and visible by the employees rendering service(s) 

in relations to the goods and services being procured under this contract.  
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SECTION III: LIST OF GOODS AND PRICE SCHEDULE 
 

QUOTATION FOR: Request for Sealed Quotations for an Application Security Tool 
  Procurement Ref No. G/RFQ/NSA – 01/2026 

 

INSTRUCTIONS TO THE PUBLIC ENTITY  INSTRUCTIONS TO BIDDERS 
At time of preparation of the RFQ, Columns A to D shall be filled in by the Public Entity. 

 [To be filled by  the  Public Entity] 

Bidders shall fill-in columns E - I and fill the total  

E= mark with a *if an equivalent is quoted 

F= Rate per unit  G=Total price for one item ( C x F) 

• If an equivalent is quoted, please attach to your quote appropriate  

technical information & specification 

• Bidders shall fill in and sign the bottom section of this page 

A B C D E F G H I 

Item 

no. 

Description of Goods  

 

Quantity 

required 

Unit of 

measures 

* Price per 

unit   

NAD1 

Total price  

without VAT  

NAD 

VAT:   

NAD 

Delivery 

weeks) 

(days/m

onth 

Country 

of 

Origin 

1. Application Security Tool 1        

          

          

          

          

          

     TOTAL     

NAME:    POSITION: SIGNATURE  DATE  

NAME OF BIDDER: ADDRESS: 

1. If Price quoted is subject to change in rate of exchange at the time of delivery of goods provide details hereunder: 

Currency :  ………………………..      Exchange Rate: ………………………….  

If no base rate of exchange is given, the price shall be treated as firm in Namibian Dollars for all intent and purpose. 

Key notes:    NA=NOT APPLICABLE, NQ=NO QUOTE   
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SECTION IV: SPECIFICATIONS AND PERFORMANCE 

REQUIREMENTS 
 The agency would like to replenish its IT office accessories as specified in section V. The 

qualified bidders should bid for 100% of the items listed below. Should items supplied not 

match the description below, delivery will be rejected and can result in the contract for 

supply being terminated.  

 

SECTION V: SPECIFICATIONS AND COMPLIANCE SHEET 
Procurement Reference Number: G/RFQ/NSA – 01/2026 

Bidder should complete columns C and D with the specification of the goods offered. Also 

state “comply” or “not comply” and give details of any non-compliance/deviation to the 

specification required. Attach detailed technical literature if required. Authorise the 

specification offered in the signature block below. 

 

 

Specifications and Compliance Sheet Authorised By: 

 

Name:  Signature:  

Position:  Date:  

Authorised for and on behalf of: Company  

 

Item 

No 
Technical Specification Required Compliance of 

Specification Offered 

Details of Non-Compliance/ 

Deviation 

(if applicable) 

A* B* C D 

1. Application Security Tool as per 

Annexure A 

  

2.    

3.    

4.    
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SECTION VI: GENERAL CONDITIONS OF CONTRACT AND 

CONTRACT AGREEMENT  

Any resulting contract shall be placed by means of a Purchase Order/Letter of Acceptance 

and shall be subject to the General Conditions of Contract (GCC) for the Procurement of 

Goods - Ref. G/RFQ-GCC on the website of the Public Entity (insert website address) 

except where modified by the Special Conditions below. 

 

SECTION VI: CONTRACT AGREEMENT  

Any resulting contract shall be placed by means of a Purchase Order/Letter of Acceptance 

and shall be subject to the General Conditions of Contract (GCC) for the Procurement of 

Goods except where modified by the Special Conditions below. 

 

SECTION VIII: SPECIAL CONDITIONS OF CONTRACT 

 

Procurement Reference Number: G/RFQ/NSA – 01/2026 

The clause numbers given in the first column correspond to the relevant clause number of the 

GCC.  

Subject and GCC 

clause reference 

Special Conditions 

Purchaser  

GCC 1.1(h) 

The purchaser is: the Namibia Statistics Agency 

Site 

GCC 1.1(m) 

The Site/final destination for delivery of the Goods is NSA head office 

Incoterms Edition 

GCC 4.2(b) 

Incoterms shall be governed by the rules prescribed in Incoterms 2010: DDP 

Notices 

GCC 8.1 

Any notice shall be sent to the following addresses: 

Namibia Statistics Agency 

Attention: Secretary to the Procurement Committee 

E-mail procurement@nsa.org.na 

 

For the Supplier, the address and contact name shall be: 

Service Provider:________________________________  

Attention:______________________________________   

E-mail:________________________________________   

mailto:procurement@nsa.org.na
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Subject and GCC 

clause reference 

Special Conditions 

Disputes 

GCC 10.2 

The rules of procedures for arbitration proceedings pursuant to GCC 10.2 

shall be as follows: 

Following notice of intention to commence arbitration issued by either party 

an Arbitrator shall be appointed by both parties to the dispute or in any case 

of disagreement, by an Arbitrator to be appointed by the President of the Law 

Society of Namibia. The arbitration proceeding shall be held at Windhoek, 

Namibia.  The Arbitrator fees will be borne by the losing party.  Any 

decision of the Arbitrator shall be final and binding to both parties. 

Delivery and 

Documents 

GCC 13.1 

The Goods are to be delivered within 14 days from the date of Purchase 

Order or Letter of Acceptance.  

The documents to be furnished by the Supplier are: 

(a) signed delivery note; 

(b) signed invoice  

 

Price Adjustment  

GCC 15.1 

The price charge for the Goods supplied and the related Services performed 

shall not be adjustable.  

Terms of Payment 

GCC 16.1 

The structure of payments shall be: full payment following delivery of the 

Supplies and submission of an invoice and the documents listed in clause 

13.1  

Terms of Payment 

GCC 16.3 

Payments shall be made not later than thirty days after submission of an 

invoice and its certification by the Purchaser.  

Terms of Payment 

GCC 16.4 (a) 

The price shall not be adjustable to the fluctuation in the rate of exchange. 

Payment Period 

GCC 16.5 

The method and conditions of payments to be made to the Supplier under this 

Contract shall be as follows: 

 

i) On Acceptance: The Contract Price of goods received shall be paid 

no later than thirty (30) days of receipt of the Goods upon submission of 

an invoice (showing Purchaser’s name; the Procurement Reference 

number, description of payment and total amount, signed in original, 

stamped or sealed with the company stamp/seal) supported by the 

Acceptance Certificate issued by the Purchaser.  

ii) An interest rate at the prime rate is payable to the supplier by the 

purchaser. 

Performance 

Security 

GCC 18.1 

No performance security is required. 
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Subject and GCC 

clause reference 

Special Conditions 

Discharge of 

Performance 

Security  

GCC 18.4 

N/A  

Packing 

GCC 23.2 

The packing, marking and documentation within and outside the packages 

shall be: Not Applicable 

Insurance 

GCC 24.1 

The insurance coverage shall be in accordance with the DDP Incoterms. 

Transportation 

GCC 25 

The Goods shall be delivered: Namibia Statistics Agency, Mutual Platz Building, 

6958 Post Street mall 

 

Inspection and Test 

GCC 26.1 

The inspection and tests shall be: in accordance with section 3 of the 

technical specifications 

Location of 

Inspection and 

Tests 

GCC 26.2 

 

The inspections and tests shall be conducted at: At NSA by the IT team as 

prescribed in the List of goods and delivery schedule. 

Liquidated 

Damages 

GCC 27.1 

Liquidated damages for the whole contract are prime rate per day.  The 

maximum amount of liquidated damages for the whole contract is 10% of the 

final contract price. 

Warranty 

GCC 28.3 

The period of validity of the Warranty shall be: As per the manufacturer’s 

warranty standards.  

Repair and 

Replacement  

GCC 28.5 

 

The period for repair or replacement shall be: 7 day(s) 
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SCHEDULE 3 

QUOTATION CHECKLIST SCHEDULE 
 

 
PROCUREMENT REFERENCE NO.: G/RFQ/NSA – 01/2026 

 

 

Description 

 

Attached  

 

Not Attached  

Quotation Letter   

List of Goods and Price Schedule    

Specification and Compliance Sheet   

Bid Security / Bid Securing Declaration    

Certified copy of the company Registration Document and shared 

holder identification documents. 

  

an original or certified copy of a valid Good Standing NAMRA 

Certificate 

  

an original or certified copy of a valid good Standing Social Security 

Certificate; 

  

an original or certified copy of a valid good standing BIPA Certificate 

certified copy. 

  

an original or certified copy of a valid Affirmative Action Compliance 

Certificate or proof from Employment Equity Commissioned or 

exemption issued. 

  

An undertaking on the part of the Bidder that the salaries and wages 

payable to its personnel in respect of this proposal are compliant to 

the relevant laws, Remuneration Order, and Award, where applicable 

and that it will abide to sub-clause 4.6 of the General Conditions of 

Contract if it is awarded the contract or part thereof;  

  

Technical response sheet   

A bidder must submit at least one reference letter confirming 

successful completion of similar work 

  

Manufacture authorisation letter if not owner of tool/software   

Disclaimer: The list defined above is meant to assist the Bidder in submitting the relevant 

documents and shall not be a ground for the bidder to justify its non-submission of major 

documents for its quotation to be responsive. The onus remains on the Bidder to ascertain that it 

has submitted all the documents that have been requested and are needed for its submission to be 

complete and responsive. 
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ANNEXURE A: TECHNICAL SPECIFICATION 

1. System Architecture 

1.1. Architecture Type: 
o AI-native, agentic security platform built on microservices 

1.2. Deployment Models: 
o SaaS 
o On-premise 
o Hybrid 

1.3. Core Components: 
o Hybrid AI-SAST Engine (LLM + query-based analysis) 
o SCA Engine with Exploitable Path Analysis 
o DAST Engine 
o API Security Engine 
o IaC Security Scanner 
o Container Security Scanner 
o AI Supply Chain Security Control Plane 
o Central Risk Engine (correlation & prioritization) 
o Autonomous Triage Agent 
o Autonomous Remediation Agent 
o API Gateway (RESTful services) 
o Web UI (management console) 
o CLI Interface 

1.4. Scalability: 

o Horizontal scaling via container orchestration (Kubernetes compatible), stateless 
processing nodes with elastic scan capacity 

2. Input & Data Handling 
2.1. Supported Inputs: 

o Source code repositories (Git-based, more then 35 languages including Java, C#, 
Python, JavaScript/TypeScript, PHP, Go, C/C++, Ruby, Kotlin, Swift, Scala, Apex, 
RPG, Cobol, Perl) 

o 80+ frameworks (Spring, ASP.net, Django, Rails, Node.js, React, Angular, Vue.js) 
o Binary artifacts 
o API definitions (OpenAPI/Swagger) 
o Container images (OCI-compliant) 
o Infrastructure-as-Code templates (YAML, JSON, HCL) 
o AI assets (models, agents, datasets, prompts) 

 
2.2. Data Processing: 

o Static code parsing (AST generation) 
o LLM-based semantic code understanding 
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o Hybrid analysis combining deterministic queries with AI reasoning 
o Data flow & control flow analysis 
o Taint tracking (source-to-sink tracing) 
o Dependency graph construction 
o AI Bill of Materials (AI-BOM) generation 
o Runtime simulation (for dynamic testing) 

2.3. Storage: 
o Metadata database (scan results, policies, AI asset inventory) 
o Artifact storage (scan snapshots, logs) 

3. Analysis Engines 
3.1. Static Application Security Testing (SAST) 

o Source code analysis without compilation 
o Hybrid AI engine combining LLM analysis with deterministic query-based 

detection 
o Interprocedural data flow analysis 
o Taint tracking with Attack Vector Visualization 
o Custom rule/query engine support 
o Independent efficacy validation: Precision 0.92, Recall 0.98 
o Coverage for AI-generated code and emerging/unsupported languages via LLM 

analysis 
o Output: file-level, function-level, and line-level findings 

 
3.2. Software Composition Analysis (SCA) 

o Dependency manifest parsing 
o Vulnerability database matching (CVE-based) 
o Exploitable Path Analysis with traces from proprietary calling code through the 

dependency to the vulnerable function, confirming runtime reachability 
o Independent validation with Detects 2x more CVEs with zero false positives 
o License compliance detection 
o Transitive dependency resolution 
o SBOM export (CycloneDX, SPDX formats) 

 
3.3. Dynamic Application Security Testing (DAST) 

o Black-box runtime testing 
o HTTP/HTTPS traffic analysis 
o Attack simulation 
o Authentication/session handling support 

 
3.4. API Security 

o API schema ingestion and validation 
o Endpoint discovery and fuzzing 
o Authentication/authorisation testing 
o Misconfiguration detection 
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3.5. Infrastructure as Code (IaC) Security 
o Static analysis of IaC templates 
o Policy-as-code validation 
o Cloud misconfiguration detection 
o Integrated automated fixer support for IaC findings 

 
3.6. Container Security 

o Image scanning (OS packages + application layers) 
o Vulnerability detection (CVE mapping) 
o Configuration and secret exposure checks 

 
3.7. AI Supply Chain Security (Differentiated) 

o AI Bill of Materials (AI-BOM) generation 
o Discovery and cataloging of all AI assets: models, agents, datasets, prompts 
o Policy enforcement on AI model loading mechanisms and execution patterns 
o Centralised risk view for the entire AI software supply chain 

4. Risk Engine 

o Vulnerability correlation across all engines (SAST, SCA, DAST, IaC, Container, API, 
AI Supply Chain) 

o Deduplication of findings 
o Autonomous triage Agent by Contextualing vulnerabilities based on runtime 

exposure, data sensitivity and exploitability 
o Risk scoring based on Severity (CVSS or equivalent), Exploitability (validated 

reachability), Asset context (AI assets, runtime exposure), Prioritisation and 
grouping of vulnerabilities. 

5. Integration Interfaces 

• APIs: RESTful APIs (JSON over HTTPS) 
• CLI: Unified command-line interface for automation and custom pipeline scripting 
• CI/CD Integration: 

o Build pipeline triggers 
o Scan gates (fail/pass thresholds) 
o Auto-remediation pipeline (integrated fixer trigger) 

 
• Supported Integrations: 

o Source control systems: GitHub, GitLab, Bitbucket 
o CI/CD: Jenkins (dedicated plugin), TeamCity (dedicated plugin), GitHub Actions 

(dedicated plugin), Azure DevOps (dedicated plugin), Maven (dedicated plugin); 
Bitbucket Pipelines, CircleCI, GitLab, Bamboo via CLI 

o Issue tracking systems 
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o Build tools 
o IDE plugins for real-time scanning with Attack Vector Visualization 

6. Automation & Workflow 

o Scheduled and event-driven scans 
o Policy enforcement (threshold-based blocking) 
o Automated ticket creation for findings 
o Role-based workflow routing 
o Autonomous Remediation Agent: Generates verified, ready-to-merge code fixes 

before pull request 
o Integrated Automated Fixer (Mobb): Reducing mean time to remediate issues 
o Inline developer approval: Fix presented side-by-side with vulnerable code in IDE 

or PR interface 

7. AI & Assisted Features 

o AI-Native Architecture with autonomous AI security agents as core platform 
design 

o Autonomous triage Agent with contextual risk-based vulnerability prioritisation 
o Autonomous Remediation Agent which Generates ready-to-commit code fixes 
o Hybrid AI SAST Engine with LLM-based semantic analysis combined with 

deterministic queries 
o Attack Vector Visualization with full tainted data flow graph from source to sink, 

rendered directly in the developer's IDE 
o Integrated Secure Code Training with Contextual e-learning for developers on 

vulnerabilities found 
o AI Supply Chain Security Control Plane with Purpose-built for securing AI-

generated and AI-consumed code 

8. Security & Access Control 

o Authentication: SSO, OAuth2, SAML 
o Authorisation: Role-Based Access Control (RBAC) 
o Data Security should include Encryption in transit (TLS 1.2+) and Encryption at rest 

(AES-256) 
o Audit Logging for user activity tracking and scan activity logs 

9. Performance & Scalability 

o Parallel scan execution with concurrent scan licensing model 
o Incremental scanning support 
o Large codebase handling 
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o Distributed scanning nodes 
o Automiatic SaaS engine updates 

10. Output & Reporting 

o Formats: JSON, PDF, HTML, SARIF 
o SBOM Export: CycloneDX, SPDX 
o Dashboards indicating vulnerability trends, Risk posture overview and AI asset risk 

posture 
o Export capabilities for Fortigate SIEM 
o Customizable compliance reporting 

12. Extensibility 

o Custom rule/query creation 
o Plugin support 
o API-based orchestration 

 


